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EVERY 15 MINUTES IN

PARIS

Source: Observatoire de la delinquance, April 2009 

A CRIME IS BEING 
COMMITTED...
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EVERY 3½ MINUTES IN

NEW YORK

Source: New York Police Department , 2008

Symantec Engage | Hong Kong 2010 3



EVERY 2 ½ MINUTES IN

TOKYO

Source: National Police Agency, 2008 
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EVERY 2 MINUTES IN

BERLIN

Source: Federal Criminal Police Office Statistics 
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EVERY ¼ OF A SECOND 

ON THE WEB

Source: Symantec, 2008
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1   42.000.000IN
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1   2.600.000IN
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1   300IN
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1   31IN
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WILL BE A VICTIM
OF CYBERCRIME

1   5IN
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Threat Landscape 
A recent explosion of malware

12

In 2000

5
signatures a day

In 2000

5
signatures a day

In 2007

1,431
signatures a day

In 2007

1,431
signatures a day

In 2009

>15,000
signatures a day

In 2009

>15,000
signatures a day

• Symantec software blocked more 
than 3.2 billion threats in 2009!

• Countless malware variants 
(“server-side polymorphism”)

• Each individual threat is 
distributed to very few users
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The Problem
Malware authors have switched tactics

From:
A mass distribution of a 
relatively few threats e.g.

Storm made its way onto millions 
of machines across the globe

To:

A micro distribution model e.g. 
The average Vundo variant is 
distributed to 18 Symantec users! 

The average Harakit variant is 
distributed to 1.6 Symantec users!

240M+ distinct new threats 
discovered last year!

240M+ distinct new threats 
discovered last year!

What are the odds a security vendor will discover all these threats?What are the odds a security vendor will discover all these threats?
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The Problem
Millions of file variants (good and bad)

• So imagine that we know:

– about every file in the world today…

– and how many copies of each exist

– and which files are good and which are bad

• Now let’s order them by prevalence with
– Bad on left

– Good on the right
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Unfortunately neither technique 
works well for the tens of millions of 

files with low prevalence.

(But this is precisely where the 
majority of today’s malware falls)

Unfortunately neither technique 
works well for the tens of millions of 

files with low prevalence.

(But this is precisely where the 
majority of today’s malware falls)

Today, both good and bad software obey a long‐tail distribution. 

Bad Files Good Files
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Whitelisting 
works well here.

Whitelisting 
works well here.

For this long tail a new 
technique is needed. 

For this long tail a new 
technique is needed. 

Blacklisting works 
well here.

Blacklisting works 
well here.

The Problem

No Existing Protection Addresses the “Long Tail”
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Reputation 
Could Reputation be used for Security?

• It turns out this approach already works for lots of things

• Symantec has more than 100 million active users

• Couldn’t we somehow leverage this massive installed user base 
to compute software reputations?
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Reputation Features
What Can We Do With Reputation? 

Five important new features:
1.Drastically Improved Protection
2.Policy‐Based Lockdown
3.A New Weapon Against False Positives
4.Significantly Improved Performance
5.Unique Endpoint Visibility

… now let’s look at each in a little more detail

Reputation
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Feature #1
Drastically Improved Protection

Our reputation system improves protection in three ways:

It blocks entirely 
new malware that 
traditional 
fingerprints miss

It ratchets up the 
“resolution” of our 
heuristics and 
behavior blocking

It kills targeted 
and mutated 
malware, once 
and for all
– Let’s see why…
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Feature #1
Drastically Improved Protection

Attackers mutate millions of new threats to evade fingerprints
– Fingerprint‐based systems like Artemis are defenseless!

On the other hand, mutated threats stick 
out like a sore thumb in a reputation system
– Low prevalence + Newly generated = Low reputation!

It’s a catch‐22 for the virus writers
– Mutate too much = Low reputation

– Mutate too little =  Easy to discover & fingerprint
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BAD GOOD 

Feature #2
Policy‐based Lockdown

Reputation
LOW HI

Prevalence

OR
NEW OLD

Age

OR

Traditional AV uses an innocent‐until‐proven‐guilty strategy

• If a file doesn’t match a fingerprint
– Your security product assumes it’s OK and 
allows it to run unfettered

– Unfortunately, most malware falls into this 
unknown category!

• But what if you knew that a file had…

• Wouldn’t you like to dial up protection in these cases?
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Feature #2
Policy‐based Lockdown

Allows IT administrators to specify endpoint blocking policies 
based on their particular risk tolerance 

Given that most malware strains are generated on the fly and distributed to  
less than 20 users, such policies could transform enterprise security!

Given that most malware strains are generated on the fly and distributed to  
less than 20 users, such policies could transform enterprise security!

My finance 

department can only 

install high-

reputation software 

used by at least 

10,000 other users 

and available for at 

least 2 weeks

help-desk 

employees can 

install medium-

reputation 

software with at 

least 100 other 

users.

Applications with a 

low reputation are 

forbidden from 

accessing 

documents 

identified by Vontu 

DLP as containing 

financial data

Build machine 
readable policies

Deploy across 
Enterprise
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Feature #3
A New Weapon Against False Positives

Reputation reduces false positives in two important ways:

Our back-end systems check 
the reputation of every file 

sent to our labs

Our endpoint products consult 
with reputation before removing 

suspicious software

Filters legitimate files so that analysts 
don’t inadvertently fingerprint these
Filters legitimate files so that analysts 
don’t inadvertently fingerprint these

Greatly reduces the risk of a high 
prevalence FP

Greatly reduces the risk of a high 
prevalence FP
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Feature #4
Significantly Improved performance

Reputation‐ Optimized Scanning
Skips any file we are sure is good,
leading to much faster scan times

Traditional Scanning
Has to scan every file

On a typical system 80% of active 
applications can be skipped!

On a typical system 80% of active 
applications can be skipped!

Latest products use reputation to avoid scanning trusted software!
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• Have you ever wanted to understand what’s actually running in your 
environment?

• What if you could
– Rank order every program in your enterprise by safety, reputation or age
– And then deploy policies to restrict apps that don’t meet your standards

• Incorporate with Application and Device Control
• Investigating these and other use cases with our Altiris team

Use Case #5
Unique Endpoint Visibility

?         ?       ?        ?       ?        ?        ?       ?  ?       ? 
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Conclusion
Bringing it all together

Reputation:

• Game‐changing approach to 
securing end‐points

• Leverages data on hundreds of 
millions of files

• Reduces reliance on signatures

• It amplifies the protection of 
our current protection 
technologies

• Shifts the odds in our favor 
and turns table on malware 
authors
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Questions?
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Thank you!
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John Bai
Senior Manager, Security Technology & Response
john_bai@symantec.com
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